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* fcpdump -i eth0 src 192.168.100.60



/home/hesam/Desktop/log

i -1 eth® src 192.168.100.150
tcpdump: verbose output suppressed, use -v[v]... for full protocol decode
listening on eth@, link-type EN1OMB (Ethernet), snapshot length 262144 bytes
04:35:44.082965 IP 192.168.100.150.46199 > dns.google.domain: 48772+ A? location.services.mozilla.com. (47)
04:35:44.083209 IP 192.168.100.150.46199 > dns.google.domain: 23681+ AAAA? location.services.mozilla.com. (47)
04:35:44,146597 IP 192.168.100.150.41709 > dns.google.domain: 5498+ PTR? 8.8.8.8.1n-addr.arpa. (38)
04:35:44,170538 IP 192.168.100.150.57218 > ec2-44-237-156-211.us-west-2.compute.amazonaws.com.https: Flags [S], seq 11733
60531, win 64240, options [mss 1460,sackOK,TS val 1065633301 ecr 0,nop,wscale 7], length @
04:35:44,215064 IP 192.168.100.150.46737 > dns.google.domain: 51333+ PTR? 150.100.168.192.1in-addr.arpa. (46)
04:35:44,266390 IP 192.168.100.150.47581 > dns.google.domain: 45756+ PTR? 211.156.237.44.1n-addr.arpa. (45)
04:35:44.422185 IP 192.168.100.150.57222 > ec2-44-237-156-211.us-west-2.compute.amazonaws.com.https: Flags [S], seq 40871
03859, win 64240, options [mss 1460,sackOK,TS val 1065633553 ecr 0,nop,wscale 7], length 0
04:35:44,548819 IP 192.168.100.150.57218 > ec2-44-237-156-211.us-west-2.compute.amazonaws.com.https: Flags [.], ack 11568
0704, win 502, options [nop,nop,TS val 1065633679 ecr 1068995761], length 0
04:35:44.553260 IP 192.168.100.150.57218 > ec2-44-237-156-211.us-west-2.compute.amazonaws.com.https: Flags [P.], seq 0:51
7, ack 1, win 502, options [nop,nop,TS val 1065633684 ecr 1068995761], length 517
04:35:44.,855323 IP 192.168.100.150.57222 > ec2-44-237-156-211.us-west-2.compute.amazonaws.com.https: Flags [.], ack 21379
79271, win 502, options [nop,nop,TS val 1065633986 ecr 1068996081], length 0
04:35:44.858661 IP 192.168.100.150.57222 > ec2-44-237-156-211.us-west-2.compute.amazonaws.com.https: Flags [P.], seq 0:51
7, ack 1, win 502, options [nop,nop,TS val 1065633989 ecr 1068996081], length 517
04:35:44,917949 IP 192.168.100.150.57218 > ec2-44-237-156-211.us-west-2.compute.amazonaws.com.https: Flags [.], ack 1289,
win 501, options [nop,nop,TS val 1065634049 ecr 1068996183], length 0




PING 192.

64
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bytes
bytes
bytes
bytes

from
from
from
from
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* fcpdump -i ens33 dst 192.168.100.60
oA ) A i) ¢ g0 JLu)1192.168.100.60 448 sy alali e

/home/hesam/Desktop/log
192.168.100.60
168.100.60 (192.168.100.60) 56(84) bytes of data.

192.168.100.

192.168.100.
192.168.100.
192.168.100.

60:
60:
60:
60:

1cmp_seq=1 ttl=128 time=0.285 ms
1cmp_seq=2 ttl=128 time=0.261 ms
1cmp_seq=3 ttl=128 time=2.15 ms
1cmp_seq=4 ttl=128 time=0.298 ms

— 192.168.100.60 ping statistics —

4 packets transmitted,

4 received, 0% packet loss, time 3064ms

rtt min/avg/max/mdev = 0.261/0.748/2.150/0.809 ms

/home/hesam/Desktop/log




Command Prompt

(c) Microsoft Corporation. All rights reserved.

C:\Users\hesam>ping 192.168.100.150

Pinging 192.168.100.150 with 32 bytes of data:

Reply from 192.168.100.150: bytes=32 time<lms TTL=64
Reply from 192.168.100.150: bytes=32 time<lms TTL=64
Reply from 192.168.100.150: bytes=32 time<lms TTL=64
Reply from 192.168.100.150: bytes=32 time<lms TTL=64

Ping statistics for 192.168.100.150:

Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds:

Minimum = ©ms, Maximum = ©ms, Average = ©ms

C:\Users\hesam>

it

/home/hesam/Desktop/log
tcpdump -1 eth® dst 192.168.100.60
tcpdump: verbose output suppressed, use -v[v].

04:
04:
04:
04:
04:
04:

42 :
42
42:
42
42:
42

41.
42.

295761
300523
43.313687
44.326501
46.290933
46.461314

IP 192.168.
IP 192.168.
IP 192.168.
IP 192.168.

ARP, Reply 192.168.100.150 is-at

100.150 > 192.168.100.
100.150 > 192.168.100.
100.150 > 192.168.100.
100.150 > 192.168.100.

ARP, Request who-has 192.168.100.

for full protocol decode
listening on eth@, link-type EN10OMB (Ethernet), snapshot length 262144 bytes

60:
60:
60:
60:
00:

60

ICMP echo reply, id 1, seq 22, length 40
ICMP echo reply, 1d 1, seq 23, length 40
ICMP echo reply, id 1, seq 24, length 40
ICMP echo reply, 1d 1, seq 25, length 40

0c:29:5f:30:0e (oul Unknown), length 28
tell 192.168.100.150, length 28
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13:26:56.960060 IP 192.168.11.23.ftp > 192.168.11.64.33484: Flags [P.], seq 421:443, ack 181, win 227, options [nop
,nop, TS val 90252873 ecr 90099927], length 22: FTP: 530 Login incorrect.

13:26:56.960372 IP 192.168.11.64.33484 > 192.168.11.23.ftp: Flags [.], ack 443, win 229, options [nop,nop,TS val 90
100567 ecr 90252873], length ©

13:26:56.960618 IP 192.168.11.23.ftp > 192.168.11.64.33484: Flags [F.], seq 443, ack 181, win 227, options [nop,nop
» TS val 90252873 ecr 90100567], length @

13:26:56.999814 IP 192.168.11.64.33484 > 192.168.11.23.ftp: Flags [.], ack 444, win 229, options [nop,nop,TS val 90
100577 ecr 90252873], length ©

13:27:00.950066 IP 192.168.11.64.33484 > 192.168.11.23.ftp: Flags [P.], seq 181:191, ack 444, win 229, options [nop
,nop, TS val 90101564 ecr 90252873], length 10: FTP: USER dan

13:27:00.950103 IP 192.168.11.23.ftp > 192.168.11.64.33484: Flags [R], seq 1154130863, win @, length 0

09:49:38.108457 IP 92.242.140.21 > 192.168.11.1: ICMP echo request, id 2994, seq 1, length 64
09:49:38.108945 IP 92.242.140.21 > 192.168.11.2: ICMP echo request, id 2994, seq 1, length 64
09:49:38.109423 IP 92.242.140.21 > 192.168.11.3: ICMP echo request, id 2994, seq 1, length 64
09:49:38.109903 IP 92.242.140.21 > 192.168.11.4: ICMP echo request, id 2994, seq 1, length 64
09:49:38.110401 IP 92.242.140.21 > 192.168.11.5: ICMP echo request, id 2994, seq 1, length 64
09:49:38.110877 IP 92.242.140.21 > 192.168.11.6: ICMP echo request, 1d 2994, seq 1, length 64
09:49:38.111356 IP 92.242.140.21 > 192.168.11.7: ICMP echo request, id 2994, seq 1, length 64
09:49:38.112897 IP 92.242.140.21 > 192.168.11.8: ICMP echo request, id 2994, seq 1, length 64
09:49:38.113430 IP 92.242.140.21 > 192.168.11.9: ICMP echo request, id 2994, seq 1, length 64
09:49:38.113960 IP 92.242.140.21 > 192.168.11.10: ICMP echo request, id 2994, seq 1, length 64

st i Ly s replgy o Lol adie Jla )l 2R [CMP Gl 4 (6 580 48 At o YL 54 5




Three-Way Handshake
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/home/hesam/Desktop/log ‘\“\.
192.168.100.60

PING 192.168.100.60 (192.168.100.60) 56(84) bytes of data.

64 bytes from 192.168.100.60: 1cmp_seq=1 ttl=128 time=0.489 ms
64 bytes from 192.168.100.60: 1cmp_seq=2 ttl=128 time=0.549 ms
64 bytes from 192.168.100.60: 1cmp_seq=3 ttl=128 time=0.625 ms
64 bytes from 192.168.100.60: 1cmp_seq=4 ttl=128 time=0.463 ms
64 bytes from 192.168.100.60: 1cmp_seq=5 ttl=128 time=0.565 ms
64 bytes from 192.168.100.60: 1cmp_seq=6 ttl=128 time=0.733 ms
64 bytes from 192.168.100.60: 1cmp_seq=7 ttl=128 time=0.677 ms
64 bytes from 192.168.100.60: 1cmp_seq=8 ttl=128 time=0.666 ms
64 bytes from 192.168.100.60: 1cmp_seq=9 ttl=128 time=0.765 ms
64 bytes from 192.168.100.60: 1cmp_seq=10 ttl=128 time=0.901 ms
e

— 192.168.100.60 ping statistics —

10 packets transmitted, 10 received, 0% packet loss, time 9040ms
rtt min/avg/max/mdev = 0.463/0.643/0.901/0.127 ms

Ul @8l )0 (Fmy S e it Seq Number (A sens Sy )2 i€ iy K g
e Sy 53R e Gy sa ) Ala e s JSG G b free way handshak
Gal A )3 HA (gl pasd e adlal sSeq



o i L seq IR Crl 2 4S () gm0

* adversary.pcap 'host 92.242.140.21°
reading from file adversary.pcap, link-type EN1OMB (Ethernet), snapshot length 6. 35
09:49:38.108457 IP 92.242.140.21 192.168.11.1: ICMP echo request, 1id 2994, seq
09:49:38.108945 IP 92.242.140.21 192.168.11.2: ICMP echo request, 1id 2994, seq
09:49:38.109423 IP 92.242.140.21 192.168.11.3: ICMP echo request, 1d 2994, seq
09:49:38.109903 IP 92.242.140.21 192.168.11.4: ICMP echo request, 1d 2994, seq
09:49:38.110401 IP 92.242.140.21 192.168.11.5: ICMP echo request, 1d 2994, seq
09:49:38.110877 IP 92.242.140.21 192.168.11.6: ICMP echo request, 1id 2994, seq
7
8
9
1

length 64
length 64
length 64
length 64
length 64
length 64
length 64
length 64
, Length 64

-

09:49:38.111356 IP 92.242.140.21 1921685145 ICMP echo request, 1d 2994, seq
09:49:38.112897 IP 92.242.140.21 192.168.11. ICMP echo request, 1d 2994, seq
09:49:38.113430 IP 92.242.140.21 192.168.11. ICMP echo request, 1d 2994, seq
09:49:38.113960 IP 92.242.140.21 192.168.11.

-

VVVVVVVVVYV
e e e e

@: ICMP echo request, 1d 2994, seq 1 length 64
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reading from file adversary.pcap, link-type EN1@OMB (Ethernet), snapshot length 65535
:49:38.108457 IP 92.242.140.21 192.168.11.1: ICMP echo request, id 2994, seq 1, length 64
:490:38.108945 IP 92.242.140.21 192.168.11.2: ICMP echo request, id 2994, seq 1, length 64
:49:38.109423 IP 92.242.140.21 192.168.11.3: ICMP echo request, 1d 2994, seq length 64
:49:38.109903 IP 92.242.140.21 192.168.11.4: ICMP echo request, 1d 2994, seq length 64
:490:38.110401 IP 92.242.140.21 192.168.11.5: ICMP echo request, 1d 2994, seq length 64
:49:38.110877 IP 92.242.140.21 192.168.11.6: ICMP echo request, 1d 2994, seq length 64
:49:38.111356 IP 92.242.140.21 192.168.11.7: ICMP echo request, 1d 2994, seq length 64
:49:38.112897 IP 92.242.140.21 192.168.11.8: ICMP echo request, 1d 2994, seq length 64
:49:38.113430 IP 92.242.140.21 192.168.11.9: ICMP echo request, id 2994, seq 1, length 64
:49:38.113960 IP 92.242.140.21 192.168.11.10: ICMP echo request, 1d 2994, seq 1 length 64

>
>
>
>
>
>
>
>
>
>
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» Frame 64: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface eth®, id ©

» Ethernet II, Src: TaicangT_69:a5:10 (18:45:93:69:a5:10), Dst: Dell _71:c5:de (8c:ec:4b:71:c5:de)
» Address Resolution Protocol (request)

N |arp|
No. Tlme Source Destination Protocol Lengtf Info
- Dp’l 71:c5:de 60 wWho . 15 Tell 192. :

65 0. 94 3118 D 1'c de [alcangT_69:a5:10 | ARF 50 192.168.1.3 is at 8c:ec:4b:71:c5:de
209 1.589157998 TaicangT 69:a5.. VMware b2:bb:77 ARP 60 Who has 192.168.1.9?7 Tell 192.168.1.1
210 1.589181561 VMware_b2:bb:77 TaicangT_69:a5:10 | ARP 42 192.168.1.9 is at 00:0c:29:b2:bb:77
228 1.974212283 VMware b2:bb:77 Broadcast ARP 42 Who has 192.168.1.17 Tell 192.168.1.9
229 1.974288490 VMware b2:bb:77 Broadcast ARP 42 Who has 192.168.1.27 Tell 192.168.1.9
230 1.974336247 VMware_b2:bb:77 Broadcast ARP 42 Who has 192.168.1.37 Tell 192.168.1.9
231 1.974396043 VMware b2:bb:77 Broadcast ARP 42 who has 192.168.1.47 Tell 192.168.1.9
232 1.974433312 VMware b2:bb:77 Broadcast ARP 42 Who has 192.168.1.57 Tell 192.168.1.9
233 1.974456184 Dell 71:c5:de VMware b2:bb:77 ARP 60 192.168.1.3 is at 8c:ec:4b:71:c5:de
234 1.974463392 VMware_b2:bb:77 Broadcast ARP 42 Who has 192.168.1.67 Tell 192.168.1.9
235 1.974494541 VMware _b2:bb:77 Broadcast ARP 42 Who has 192.168.1.77 Tell 192.168.1.9
236 1.974541930 VMware b2:bb:77 Broadcast ARP 42 Who has 192.168.1.87 Tell 192.168.1.9
237 1.974575204 VMware b2:bb:77 Broadcast ARP 42 Wwho has 192.168.1.10?7 Tell 192.168.1.9
7298 1 Q7AARRAQOR  \Muara h2:hh:77 Rrnadract “ARD A2 Whn has 102 18R 1 112 Tell 102 1AR 1 Q



SENT
SENT
SENT
SENT
SENT
SENT
SENT
SENT
SENT
SENT
RCVD
RCVD
SENT
SENT
SENT
SENT
RCVD
RCVD
SENT
SENT
SENT
SENT
SENT
SENT

(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.
(0.

# nmap -sn 192.168.1.0/24
Starting Nmap 7.91

0687s)
0688s)
0689s )
0690s)
0691s)
0692s)
0692s)
0693s)
0694s)
0695s)
0690s)
0699s)
0730s)
0731s)
0731s)
0732s)
0791s)
0796s)
0820s)
0822s)
0823s)
0824s)
1699s)
1703s)

ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP

( https:
who-has
who-has
who-has
who-has
who-has
who-has
who-has
who-has
who-has
who-has

192.
192.
192.
192
192
192.
192.
192.
192.

192
192.
192
192.
192.
192.

who-has
who-has
who-has
who-has
who-has
who-has

168.
168.
168.
.168.
.168.
168.
168.
168.
168.
192.168.
reply 192.168.1.
reply 192.168.1.
who-has 192.168.
who-has 192.168.
who-has 192.168.
who-has 192.168.
reply 192.168.1.
reply 192.168.1.
.168.
168.
.168.
168.
168.
168.

1.

NODLEeEWN -

.8 tell -
.10 tell 192
.11 tell 192
Ls-at 8C:IEC:
Ls-at 18:45:
.14 tell 192
.15 tell 192.
tell 192.
.17 tell 192.
1s-at 2A:84:
1s-at 30:24:
.20 tell
.21 tell
.22 tell
.23 tell
.26 tell
27 tell

.16

L e e I e I e e e S P R S e e e e

--packet-trace

tell
tell
tell
tell
tell
tell
tell

192
192.
192.
192
192
192.
192.
192

192
192

.168.
.168.

192.
192.
192.
192.

//nmap.org ) at 2020-11-20
.168.

168.
168.

168.
168.
168.1.¢
.168.1.9
.168.1.9
4B:71:C5:DE
93:69:A5:10
.168.1.
168.1.
168.1.
168.1.
98:9F

32:1F
168.1.

168.

168.
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* AD Certificate Services

* DHCP Server

* DNS Server

* File Server

* Hyper-V

* Network Policy and Access Services
* Print Server

* Remote Access Services

* Remote Desktop Services

* Web Server
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